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Conciusion of Investigation: Natlonal Lotteries Commission: Leakage of Sensitive
Information to the Media

1. The letter from the Chairperson of the NLC, Professor NA Nevhutanda with no reference
number, dated 01 December 2019, refers.

2 The investigation by the State Security Agency (SSA) yielded the following:

21 The media articles emanating from the NLC relate in the majority of cases to alleged

22 The official NLC information concerned was sensitive and privileged in nature, but not
classified in terms of the prescripts of the Minimum Information Security Standards

(MISS)

2.3 Project information on the Grant Management System (GMS) was previously (at the time
of the leakages) accessible 10 all NLC employees having access o the system, with no
demarcabion or compartementahisation.
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2.4 The leakage of the relevant sensitive officlal NLG information to the media does not pose
a threat lo national securily. However, the impact of the Information security breaches
concerned Is reputaticnal in nature.

2.6 No evidence of a factual and incriminaling natura againat-any of the suspegted NLC
employees could be identifisd fram tha Infarmatian and data interrogated.

26 The prevalence. of “alleged comuption. and firegulatities within the NLC and at its
beneficiaries does provide ample molive to have such exposed in the media.

3. Inview of the findings, the following are propased:

3.1 Information security awareness fraining of NLC personnel is lacking and requires urgent
attention. - Such tralning should Include the prescripts of the MISS, specifically regarding
the classification of sensftive information.

32 'The NLC has to-apply and enforce infarmation security. pokcies. Enforcesble information
security slandards and-controls wilt prevént mddeterktformaﬂon security breaches in the
form of lsakages of sensitive/classified official hlormatwn&o various entities; Iududhg the
media.

3.2.1 The protection of siate Infrmation [classified information) Is 3 legal Imperative aimed at
protécting the sovereignty and integrity of the Stats, However, the afdrerrentioned applies
to ‘eppropriately classified Information only and dees not prevent:any individual from
blowing the whistle an corruption (irmegular or illegal activity).

3.2.2 State inétitutions, Including the NLC; need ta ensure that they compiy with all security
prescripts, including classifying documents as per the criteria set. out-in the MISS as well
as other pleces of lagisiation such as the General Intefligénce Laws Amendment
Act11.0f 2013

323 The NLC should" establish- the correct formel channels that- should be followed by
employees that want to provide information on-any untoward activity In the NLC. The
aforementianed should” create a safe channel that would not prevent or discourage
employees from blowing the whistie. A whistie-blowers palicy, based; on the Protected
Disclosures Act 25-of 2000, Is a requirement.

3.2:4 Failure o have a dedicated anti-corruption channel will result in- employees presenting.
such-cases autelde of the NLC. Given the magnitude of comuption in State Tnstitutians, it
remains crugial that it ensures that the NLC complieswmmlsmﬁy prescripts and that
its-focus is on ensuring that iitegal and imregular conduct I3 adequately mitigated against
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8nd by ensuring an sdequate channel for whistia-blowers to repart unteward condiot

withaut being intimidated,

33 The nic should pursue any forthcoming discipiinary hearings of NLC. employees baseq

on he findings and evidence emanating from their ‘ovm Investigations, and that of the.
appointed private Company.

34 The angoing nvoivement o the €A wi be aduisory in nature. in terms of information
35 The NLC needs to address the following information and personnel secirity matters, in

Which the SSA can provide assistance:
- Security sereening of personnel;

: tnformatian security awareness trsining of personnal;-

. Technical Survelliance Cqunbere'asures.fTS_GMi?iarg,a!ing-; relevant sensitive
areas;

. Ne,t_wogg;vulngcabilay.-asse;asrnen; of refevant Informatign Commuinicétion

Technology(IGT) sysfemns; includirig the Gms,

36 The NLC should ensure that sdeduate-capacity s provided for data storajge Involving the

37 Theidentified secirity (soptioles need to be addressed by the cllent in consuitation with
‘the-responsible S3A Security Advisor
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